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2. Abstract

Cybercrimes are on the rise today because there is a growing need to increase the security of user
accounts. Nowadays, many systems authenticate users only when they log in or enter the system, and
most accounts are used single-factor authentication, making the account more vulnerable to attacks.
This thesis is focused on how keystroke dynamics are used as a security method for authentication as a
measure to reduce cyberattacks. By extracting data on a user’s typing biometrics on a keyboard, the
authentication system is able to recognize them as the legitimate user and therefore authorize the Access
to a device, a website or an application. Respectively, it blocks the authorization if the authentication
system judges the user to be an intruder. While currently being an authentication system used on local
machines, this tool has not yet been commonly researched or implemented over the network. Also this
paper discusses the observation of the impact of network simulations on different machine learning
keystroke authentication models. It covers both a reimplementation of key dynamics authentication on
a local host machine with a stable network, and an evaluation of this authentication tool over a network

under different unstable conditions.
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