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Abstract

TCP has been the main protocol contributed towards the evolution of internet for four decades. To
start a TCP session, the three-way handshake between the client and the server happens in plain text.
As per the literature at the design stage of the TCP, security was not considered. Therefore, TCP has
inherent security problems and is subject to many attacks, especially DoS attacks involving SYN

floods.

This research intended to find a comprehensive solution that would overcome these problems of TCP.
A framework was developed identifying the requirements for a secure transport layer protocol. Then
using that framework, a new protocol was designed. The proposed solution is called Alternative
Transport Layer Protocol, which could be utilized as a guidance to develop and implement a fully-
fledged protocol in future. It has an authentication mechanism, safeguards data confidentiality and
integrity, TCP re-transmission problem handled, ensures large scale deployment, and end-to-end

communication.

The proposed conceptual protocol was evaluated for its effectiveness in overcoming the security
issues of TCP through self-evaluation and through evaluations by technical experts. The evaluation
results were positive, and the conceptual protocol was identified as a viable framework to develop a

secure transport layer protocol in future.
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