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Lazy-Koala: A Lightweight Framework for Root Cause Analysis in Distributed Systems

Abstract

Cloud computing has shown considerable growth due to its scalability and convenience in the
past few years. With this change, a new programming paradigm called cloud-native originated.
Cloud-native applications are often developed as a set of stand-alone microservices yet could
depend on each other to provide a unified experience. Although microservices introduce many
benefits regarding flexibility and scalability, it could be a great affliction to operate in production.
Specifically, when operating a large system with hundreds of microservices interacting with each
other, even the slightest problem could result in failures throughout the system.

The foci of this project are twofold. First, the authors introduce a robust Kubernetes
native toolkit that helps researchers and developers collect and process service telemetry data
with zero user instrumentation. Secondly, the authors proposed a novel way to detect anomalies
by encoding raw metric data into an image-like structure and using a convolutional autoencoder
to acquire the knowledge of the general data distribution for each service and detect outliers.
Finally, a directed graph was used along with anomaly scores calculated before to show the
spread of an anomaly to the user visually.

After an extensive testing and evaluation process, it was found that the telemetry
extraction components are both resilient and lightweight even under sustained load. At the same

time, the anomaly prediction algorithm is accurate and generalizable.

Keywords: AIOps, Monitoring, Disaster Recovery, eBPF, Kubernetes
Subject Descriptors: *« Computing methodologies — Machine learning — Learning paradigms
— Unsupervised learning — Anomaly detection ®* Computer systems organization — Architec-

tures — Distributed architectures — Cloud computing

Isala Piyarisi — 2018421 i



	Declaration
	Abstract
	Acknowledgement
	List of Figures
	List of Tables
	List of Acronyms
	Introduction
	Chapter Overview
	Problem Domain
	Cloud Computing
	Cloud-Native Applications
	Monitoring Cloud-Native Applications

	Problem Definition
	Problem Statement

	Existing Work
	Anomaly detection
	Root cause identification
	Commercial products

	The Novelty of the Research
	Problem Novelty
	Solution Novelty

	Research Question
	Research Motivation
	Research Challenge & Potential
	Research Challenge
	Research Potential

	Research Aim
	Research Objectives
	Research Contribution
	Domain Contribution
	Knowledge Contribution

	Project Scope
	In-scope
	Out-scope
	Prototype Feature Diagram

	Chapter Summary

	Literature Review
	Chapter Overview
	Concept Map
	Domain Overview
	Introduction to Distributed Systems
	Reliability Engineering
	How to Identify the Root Cause of a Failure
	Artificial Intelligence for IT operations

	Technologies
	Monitoring Techniques
	Detecting Anomalies
	Root Cause Identification
	Evaluation

	Existing Systems
	Instrumentation
	Anomaly detection
	Comparison of Existing Systems

	Chapter Summary

	Methodology
	Chapter Overview
	Research Methodology
	Development Methodology
	Design Methodology
	Evaluation Methodology
	Requirements Elicitation

	Project Management Methodology
	Deliverables
	Schedule
	Resource Requirement
	Risk Management

	Chapter Summary

	System Requirements Specification
	Chapter Overview
	Rich Picture
	Stakeholder Analysis
	Onion Model

	Requirements Elicitation Methodologies
	Analysis of Gathered Data
	Literature Review
	Interviews
	Self-evaluation
	Brainstorming
	Prototyping

	Summary of Findings
	Context Diagram
	Use Case Diagram
	Use Case Descriptions
	Requirements Specifications
	Functional Requirements
	Non-Functional Requirements

	Chapter Summary

	SLEP Issues and Mitigation
	Chapter Overview
	SLEP Issues and Mitigation
	Chapter Summary

	System Design
	Chapter Overview
	Design Goals
	System Architecture
	Presentation Tier
	Logic Tier
	Data Tier

	System Design
	Design Paradigm
	Data-flow diagram
	Sequence Diagram
	System Process Flow Chart
	UI Design

	Chapter Summary

	Implementation
	Chapter Overview
	Technology Selection
	Technology Stack
	Programming Language
	Libraries Utilized
	Persistence Storages
	Developer Tools Utilized
	Production Tools
	Summary of Technology Selection

	Implementation of Core Functionalities
	Lazy Koala Resource Manager (Operator)
	Telemetry extraction agent (Gazer)
	AI-engine (Sherlock)

	Chapter Summary

	Testing
	Chapter Overview
	Objectives and Goals of Testing
	Testing Criteria
	Testing Setup
	Functional Testing
	Module and Integration Testing
	Operator Integration Testing
	Gazer Integration Testing
	Sherlock Integration Testing
	UI Integration Testing

	Non-Functional Testing
	Performance Testing
	Usability Testing
	Maintainability and Adaptability Testing
	Generalisation Testing

	Limitations of the Testing Process
	Chapter Summary

	Evaluation
	Chapter Overview
	Evaluation Methodology and Approach
	Evaluation Criteria
	Self-Reflection
	Selection of the Evaluators
	Evaluation Results
	Qualitative Result Analysis
	Quantitative Evaluation

	Limitations of Evaluation
	Evaluation on Functional Requirements
	Non Evaluation on Functional Requirements
	Chapter Summary

	Conclusion
	Chapter Overview
	Achievement of Research Aims & Objectives
	Aim of the Project
	Research Objectives

	Utilization of Knowledge from the Course
	Use of Existing Skills
	New Skills Acquired
	Achievement of Learning Outcomes
	Problems and Challenges Faced
	Deviations
	Limitations of the Research
	Future Enhancements
	Contribution to the Body of Knowledge
	Technical Contribution
	Domain Contribution

	Concluding Remarks

	References
	Appendix Concept Map
	Appendix Gantt Chart
	Appendix Use Case Descriptions
	Appendix Proof of Concept Results
	Appendix Prometheus Dashboard
	Appendix Evaluations
	Evaluation of the functional requirements
	Evaluation of the non-functional requirements

	Appendix User Interface
	Appendix Installation of Lazy-Koala
	Appendix Use of Best Practices
	Project Structure
	Conventional Commits
	Continuous Integration & Continuous Delivery Pipeline
	Release Note


