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Abstract 
 

This thesis paper aims in finding if the malicious network traffic can be predicted by using machine 

learning techniques. As this research uses two classes, it’s about predicting a network traffic is a 

malicious or not. Hence techniques used here are mainly supervised learning classification 

algorithms. This paper contains eight sections. First section discusses about the background about 

the chosen context and research objectives followed by significance of the study. Then in the next 

section discusses about the past findings from past work that are related to the selected topic. 

Afterward, it describes about the methodology which will be used in assessing predictability of 

malicious network traffic. Fourth section will discuss about variables and models that will be used 

in doing so. Then comes the data processing part which is one f the most significant factors in the 

research. In this section, it will be discussed about the ways which data collected and cleansed to 

get a robust dataset for the analysis. Next part is the solution design and implementation where 

models that were identified from literature review is discussed in detail. The next section is where 

testing and evaluation happens. In this section empirical results of models along with its evaluation 

results are presented. Last section of this thesis concludes the summary of findings and discusses 

about potential gaps for future research.  
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